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Unen HAIID

PexoMeHnxanuu 1Jisi KJIMEHTOB M0 MePaM CHUKEHHSI PUCKA MOJTY4Y€eHUs
HECAHKIMOHMPOBAHHOI0 I0CTYIA K 3alMIaeMOid HHGPOPMALUH € HEJIbI0
OCYILECTBJICHHS MIEPEBOI0B JICHEKHbIX CPEICTB JULIAMM, He 00J1a1aI0IMMHU
MPABOM PACHOPSIKEHUS ITUMHM JICHEKHbIMH CPeICTBAMM, a TAKKe
PeKOMEHIAUHN 10 3a1UTe HHPOPMAIMHU OT BO3AeHCTBMUA BPEJOHOCHOI0 KOIA

B uensx Boimonnenust tpeboBanuii [lonoxenuss banka Poccum ot 20.04.2021
No 757-I1 «OO0 ycTaHOBIEHMH OOSA3aTENbHBIX I HEKPEAUTHBIX (PMHAHCOBBIX
opraHuzanuii  TpeOOBaHM K  OOECHEYEeHHMIO 3alUThl  MHGOpPMAMU  I[pU
OCYUIECTBJICHUU JIEATEIbHOCTH B cdepe (UHAHCOBBIX pPBIHKOB B  IEJAX
MPOTUBOJICHCTBUS OCYIIIECTBIICHUIO HE3aKOHHBIX (PUHAHCOBBIX orneparui», HIID
«IIpodeccuonanpueiity (AO) nmoBogut a0 cBoux KiuentoB wuHpoOpmaiumoo o
CYLIECTBYIOIIUX PUCKaX MOTYYEHHsI HECAHKIIMOHUPOBAHHOTO JJOCTYTIA K 3alllUIIIaeMON
MH(pOpPMaLIMU C LIETBI0 OCYLIECTBICHUS MEPEBOAOB JICHEKHBIX CPEJCTB JHUIAMU, HE
00JalaloMMU TIPABOM PACTIOPSIKEHHSI STUMH JIEHE)KHBIMU CPEACTBAMH, a TaKKe
OPUBOIUT CHUCOK PEKOMEHJAMA 1Mo 3amuTe WHPOpMAlMd OT BO3ACHUCTBUSA
BPEIOHOCHOTO KOJ1a (KOMITBIOTEPHBIC BUPYCHI, «TPOSHBD), «PYTKUTHD) U T.11.), O MEpax

coOJIroAeHUS MH(POPMAITMOHHOM 0€30ITaCHOCTH U CIIOCO0aX MPECCUCHUS XUIICHHUS

PexoMengauuu mnmo 3amure UHGOpMAHUU OT BO3JAEHCTBUS BPEIOHOCHOIO
Koaa:

— IIpu pabGoTte ¢ 31eKTPOHHOM MOYTOM HE OTKPBIBANTE MUCHhMa U BIOKEHHS K HUM,
MTOJIyYEHHBIE OT HEU3BECTHBIX OTHPABUTEIEH, HE MEPEXOAUTE MO COAEPIKALIMMCS B
TaKUX MUChMaxX CChUIKAM.

— [lonp3yiiTeCh  NEpPCOHAIBHBIMU  KOMIIBIOTEpAMH  C  YCTAaHOBJICHHBIM

JJMOCH3WMOHHBIM IIPOrpaMMHBIM oOecIieuecHUEM.
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— CBOEBpEeMEHHO OOHOBIISINTE YCTAHOBJIEHHOE MPOrpaMMHOE OOECHedYeHue u
OTIEPAIIMOHHYIO CUCTEMY (YCTaHOBKA KPUTUYHBIX OOHOBJICHUIN).

— OO0s3aTeNbHO YCTAaHOBUTE WM CBOEBPEMEHHO OOHOBIIUTE HA KOMITBIOTEPE
aHTUBUPYCHOE MPOrpaMMHOE 0OecrieueHre, HO IOMHHUTE, YTO HA OJIHa aHTUBUPYCHAs
nporpamma He odecnieurBaet 100 % 3amuThl.

— AHTHBUPYCHOE  NPOrpaMMHOE  OO€clleueHHe  JOJDKHO  3aIlyCKaThCA
ABTOMATHYECKH, C 3arpy3KOM OIEpallMOHHOW CHUCTEeMBbI. PekoMmeHayercs MosHas
€XEIHEBHAs IPOBEPKAa KOMIIBIOTEpAa HAa HAJIWYME BHUPYCOB, MHOTO BPEIOHOCHOIO
nporpaMMHOro  obecnedeHus.  VICKIIOYUTH  MCHOJB30BAaHUE  3apakKEHHOIO
KOMIIBIOTEPA, BILIOTH 10 MOJHOTO U3JIEYEHHS OT BUPYCOB.

— IIpn BeIXOZ#E B MHTEpHET HMCHOJB3YHTE CETEBBIE 3KPAaHbI, Pa3pelIMB JOCTYII
TOJIBKO K JIOBEPEHHBIM pecypcaM ceTu MHTepHer.

— IIpu pabore B HMHTepHeTe He corjiamanTech Ha YCTAHOBKY KaKUX-JIHOO
COMHUTEIIBHBIX IIPOTPAMM.

— Bo3gepkuBaiiTech OT MCHOJB30BaHUS MPOrpaMM OHJIAMHOBOTO OOIIEHHS Ha
KOMITBIOTEPE, HCIOJNb3YIOUIEMCS JUIsl padOTbl B CUCTEME JUCTAaHIIMOHHOIO
OaHKOBCKOT'O OOCITYKUBaHHUS.

— Uckntounte BO3MOXXHOCTh YCTAHOBKM TMOCTOPOHHUMH JIMUAMU (TOCTSMH,
MOCETUTENSIMH ) HA KOMITBIOTEP CHIENUATBHBIX «IIITUOHCKUX» MporpaMm. B yactHoCTH,
XOpOLIEH MPaKTUKOH sBJIsIETCsl paboTa Ha KOMIIBIOTEPE OT UMEHHM I0JIb30BATENS, HE
HMMEIOLIEro IMOJIHOMOYMHI aAMUHUCTPATOPA.

— Pexomengyem orpannunth HHGOPMAIIMOHHBIH 00MEH B ceTH HTEpHET TOJIBKO
HaAEKHBIMU MHQOPMAIIMOHHBIMU TOPTajaMH U MPOBEPEHHBIMU KOPPECTIOHAEHTaMHU
AJIEKTPOHHOM MOYTHI.

— BaxxHo 3HaTh, 4TO HAAEKHBIM CPEACTBOM OOECIIEUEHUS MTOJTMHHOCTH SIBIISIETCS
uudpoBas MOANUCH, @ HE CTPOKa ajpeca Opay3epa WK dJIEKTPOHHOU MoyThl. YacTo B
BUJI€ KMHTEPECHOU CCBHUIKM» B MUCBME OT SIKOOBI 3HAKOMOT'O MPUXOIUT BPEIOHOCHAS
nmporpamMma. TakKe 4acTO BPEIOHOCHAs ITPOrpaMMa CKPBIBAETCS MO/ BCILIBIBAXOIUM
OKHOM PEKJIAMHOW CCBUJIKM HA CaWTe.

— IIpyn nono3peHusXx Ha HaJW4YMe BUPYCOB Ha IMEPCOHAIBHOM KOMIIBIOTEPE (B
YaCTHOCTH, HEOKUJAHHBIX «3aBUCAHUAX», IEpe3arpy3Kax, CETEBOM AKTUBHOCTH)
HEOOXOJUMO  MOJIHOCTHIO  BO3AEpPXKATbCA ~ OT  HCIOJIb30BAHUS ~ CUCTEMBI
JUCTAaHIIMOHHOTO OAHKOBCKOI'O OOCITYKMBAHMS U MIPOBEICHUS TUIATEKENW C TTIOMOUIBIO

0AHKOBCKHX ILIATEKHBIX KapT 40 UCIIpaBJICHUA CUTyalluH.



PexoMeHaanMu MO0 CHHUKEHHIO PUHCKOB NMOJYYCHUS HCCAHKIMOHHUPOBAHHOIO
AOCTyna K 3alMInaeMon l/IH(l)OpMaIII/II/I C ICJIbI0 OCYHIECCTBJICHUA IIEPEBOAOB
ACHEKHBIX CPEACTB JIUIIaMHU, HE 00J1aaI0IMMHU nmpaBoM pacClnopsizK€CHUsI 3TUMHU

ACHEKHBIMMU CPpEACTBaAMMU:

— He pexomenayercs cooOmarh MOCTOPOHHUM JIMIIAM CBOIO IEPCOHAIIBHYIO
unpopmaruio (PUO, norux, napoiib, HOMEpP KapThl, cCu€Ta, JaHHBIE MACIIOPTa U T.1.).

— He 3anuceiBaiiTe JIOrMH U MapoJib Ha OyMare, MOHUTOPE WM KJIaBUATYpE.

— He ucnons3yiite hyHKIMIO 3a1IOMUHAHUS JIOTHHA U TTApoJIs B Opay3epax.

— He ucnons3yiiTe OAMHAKOBBIE JIOTMH W MAapojb Uil JIOCTyNa K Pa3JIMYHbIM
CUCTEMaM.

— He mnonw3yiitech cucremMamu, TpeOyroIIMMHM BBOJAA JIOTMHA W TapoJii, Ha
KOMIIBIOTEpaX, KOTOPhIE HAXOAATCA B OOIIETOCTYIIHBIX MECTaX M B KOH(UTYypaluH,
KOTOpPBIX Bl HE yBepeHbl. 10 BO3MOKHOCTH COBEPIIANTE OIEPALIUHA TOJIBKO CO CBOETO
auyHoro CpenctBa JoCTyla B IHENSIX COXpaHEHUS KOH(MUICHIIMATbHOCTH
MEPCOHANIBHBIX JAHHBIX U (W) HH(pOpMauu 0 0AHKOBCKOM CUETe.

— B cimywyae ecinm omepanus COBEpIIACTCS C  HCIOJIb30BAHUEM  4YYXKOI'O
KOMITbIOTEPA, HE COXPAHANTE HA HEM NIEPCOHAJIbHBIE JaHHBIE U IPYTYI0 HHPOPMALIUIO,
a MocJie 3aBEpILEHUs BCEX olepanuii yoeaAuTech, 4To NEPCOHANIbHbIE JaHHbIE U IpYyTas
uH(poOpMallnsl HE COXpaHWINCH (3arpy3uB B Opaysepe uHyl0 web-ctpanuny). [locne
BO3BpalleHus K ceoeMy CpelICTBY J0CcTyna 0053aTeIbHO CMEHUTE JIOTUH U MapoJib.

— Ecnu Bbl nonyunnu Ha 3J€KTPOHHYIO MOYTY MUCHMO C MPOCH00I OOHOBUTH WIIN
MOATBEPAUTh MEPCOHABHYIO U JIO0YI0 APYTryH0 KOHGUICHINAIBHYIO HHPOpMAIIUIO
CO CCBUIKOM Ha Kakou-mubo calfT (B ToMm umcie — cat banka), momaute, yto bank
HUKOTJla HE MPOCHUT TMepenarh JaHHbIE IO 3JIEKTPOHHOM moute. OOHOBIIEHHE
KJIFOYEBBIX IIEPCOHAIBHBIX JAHHBIX OCYLIECTBIIAETCS TOJIBKO COTPYAHUKOM baHka u
TONBKO 10 oOpamenuto Kiuenta. He oTkpbIBaiiTe CCBUIKM, YKa3aHHbIE B
COMHHUTEJIBHOM MHUCHbME, B KOTOpoM Bac npocst ykazaTh KOH(UIEHIIMATIbHBIE JaHHBIE.
He 3BonuTte 1o tenedonam, ykazaHHbIM B [10JI0OHBIX MUCbMAaX, U HE OTBEYalTE HA HUX.

— IIpu perucrpauuu Ha CTOPOHHUX MHTEPHET-CANTaxX BCEra U3MEHSUTE I1apoJIy,
KOTOpBIE NMPUXOIAT BaMm 110 2IEKTPOHHOM HouTeE.

— PerynsipHo, He pexe 0JTHOTO pa3a B MeCsI1, IPOU3BOAUTE CMEHY MapOIsl.

— Ilpu cocTaBneHuu napoJisg UCIOJIb3YHUTE MPOMKUCHBIE U CTPOYHbIE OYKBBI, TU(DPHI,
a TaKKe pa3JInuHble CUMBOJIBL, Hanpumep: !/ { } [ ] <>. HacTtositenbHO pekoMeH1yeTcs
HCIIOJB30BaTh  CIELMAIM3UPOBAHHBIE IPOrPAMMBI  — TEHEPATOPBl  MHapoJieh
(http:/www.onlinepasswordgenerator.ru/).


http://www.onlinepasswordgenerator.ru/

— He wucnons3yiiTe B KayecTBe Mapojis HWMEHA, IMAMATHBIE JaThl, HOMEpa
TeneoHOB.

— IIpu ucnonp3oBanuu DI HE MO3BOIISITE TPETHUM JIMLIAM MIPOU3BOAUTH 3a Bac
TEHEPALUIO KITFOYEH.

Herocyaapcrsennblii nencuonuslii gons «Ilpodeccnonanbubiii» (Akunonepuoe odumectso), HII® «IIpodeccunonanbupiiiy (AO) (panee u ganee - «@oum»).
DoHJ AeiicTBYeT Ha OCHOBaHHMH JIMIIEH3HHU HA OCYIIECTBICHHUE JSATEIBHOCTH 110 IEHCHOHHOMY 00ECIIeYeHUIO U IIEHCMOHHOMY cTpaxoBaHuIo Ne 360/2 ot 21 mas 2004 roxa,
BblIaHHOH BankoM Poccun. ®oHJ BHECEH B PeecTp HEroCyIapCTBEHHBIX HEHCHOHHBIX (OHIOB — y4aCTHHKOB CHCTEMbI IapaHTHPOBAHHS IPAB 3aCTPAXOBAHHBIX JIMIL B
cucTeMe 00s3aTeNbHOr0 NEHCHOHHOTO cTpaxoBaHus 17 mioHs 2016 roma mox HomepoM 44. @oup sBisercs wieHoM CaMmoperynupyemoii oprannsauuu HanuoHanbHas
accolualKs Herocy1apCTBEHHbIX IIeHCHOHHBIX honoB (HATID) ¢ 14 nexabpst 2021 roga. Pon BHECEH B PEECTp HEroCy1apCTBEHHbIX IEHCHOHHBIX (DOHI0B — YHaCTHUKOB
CHCTeMbI TAPaHTUPOBAHHUS IIPAB yYACTHUKOB HETOCYIapCTBEHHBIX ICHCHOHHBIX (POHIOB B PaMKaX AEATeIbHOCTH 110 HErOCYAapCTBEHHOMY HIEHCHOHHOMY obecneueHnto 01
stuBaps 2023 roaa moa Homepom 25.

IMonyunts noapobHyo nHpopMamioo 0 POHAE U 03HAKOMHTBCS C YCTaBOM, CTPAXOBBIMH M NEHCHOHHBIMH NPABHJIAMH, MPABHIAMH (OPMHPOBAHMS HOITOCPOYHBIX
cOepeKeHHH, a TaKkxkKe C HHBIMU JIOKYMEHTaMH, penycMoTpeHHbIMU DenepanbHbiM 3akoHoM Ne 75-D3 ot 07.05.1998 u HopMaTuBHbIMU akTamu banka Poccuu, MoXxHO 1o
anpecy @onna: 107045, r. MockBa, BH.Tep.T. MyHHLIHIIANbHBIH okpyr KpacHocensckuii, nep. ITpocBupuH, 1. 4, Ha caiite ®@onpa: https://www.npfprof.ru/ u no Homepy
Tesnedona: +7 (495) 003-36-75 — st kiueHTOB (Tosryyateneil GUHAHCOBBIX yoiyr) U +7 (495) 775-07-12 — muist HHBIX JIHLL.

Coo0maeM 0 BO3MOKHOCTH yBEJIMYECHHS MIIM YMEHBIICHUS 10X0/1a OT Pa3MEIeHHs IIEHCHOHHBIX PE3ePBOB M MHBECTHPOBAHMS NIEHCHOHHBIX HAKOIUICHMH, a TaKKe Ha To,
YTO Pe3yJIbTaThl HHBECTUPOBAHNUS B MPOLIIOM HE ONPEACIAIOT JOXOA0B B OyIyIIeM, YTO FOCYAapCTBO HE TapaHTHPYET JOXOJHOCTH Pa3MEILICHHUS TIEHCHOHHBIX Pe3ePBOB
MHBECTHPOBAHHS IEHCHOHHBIX HaKoIuieHuit. Takxke npenynpexiaeM 0 HeOOX0AMMOCTH BHUMATEIBHOIO 03HAKOMJIEHHUS ¢ ycTaBoM (DoH 1A, ero CTPaXOBBIMHU M IIEHCHOHHBIMU
NpaBUJIaMH, a TAKKE MPaBUIaMU (OPMHPOBAHHS JOITOCPOYHBIX COCPEKEHHUIT epe]i IepeBOIOM IIEHCHOHHBIX HAKOIUICHHH B DOHJ, 3aKIIFOYCHHEM NIEHCHOHHOTO I0r0BOpa
WJIM JIOFOBOPA J0JITOCPOYHBIX COEPEKEHUH.



